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1 OBJECTIVE

This document describes Penalnet’s most common technical issues related to certificate

and Penalnet Platform usage

2 CERTIFICATE TROUBLESHOOTING CHECKLIST

ISSUE DESCRIPTION:

PENALNET

| DO NOT SEE MY DIGITAL CERTIFICATE WHEN ENTERING

When the certificate is not available this screen without any certificates appears

Choose a digital certificate

Identification

The website wou want to view requests identification.
! Please choose a certificate.

Mame

Issuer

[ ok ] [ Cancel

Solution: There is a basic checklist you must follow:

1. Verify you can see the certificate with the browser Explorer

2. Verify the Certification Authority is installed

3. Verify Penalnet is in trusted Sites

4. Verify the card software is correctly installed

PenalNet project is financed by

Criminal Justice 2007

MUK g HEBA

W

B

3 of 20




Document Type:

i Pe=miAl Document Code:
wwepanainetou | 2009-PenalNet-tech support lawyers .doc Version 1 Date Aug 2009

2.1 How do | verify if | see the certificate with the browser Explorer?

Open Internet Explorer
From the menu bar, click Tools > Internet Options

Click the Content tab, and then click Certificates

Internet Options

General | Security | Privacyf] Conkent |C

Content Advisar \'—'/

@ Ruatings help you control the Internet content that can be
viewed on this computer,

nections | Programs || Advanced

Certificates

Use certificates For er ections and identification.
[ Clear S5L state CertlFlcates Publishers ]
AutoComplete
= AutoComplete stores previous entries Settlngs
% on webpages and suggests matches
far you,
Feeds

websites that can be read in Internet
Explorer and other programs,

Feeds provide updated content Fram Settings
o " )

[ O, H Cancel ]

View your certificate listed under the Personal tab
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Certificates

Intended purpose: | <All=

Persanal |Other People || Intermediate Certification utharities | Trusted Raot Certificatior ¢ #

Expiratio... = Friendly M

ACA - Certificadas Ca... MNOMBRE ¢
T ACA - Certificados Co...  12/18/2011  NOMBRE C
PERICO MIS Autoridad de Certifica...  3f1772012 PERICC MI
ZINEDINE ZIDAME Aukoridad de Certifica,..  3f17/2012 ZINEDINE |
< | =

Import... H Export... ” Remove

Certificate intended purposes

Secure Email, Client Authentication

2.2 How do | verify if the Certification Authority Certificate is installed?

Open Internet Explorer
From the menu bar, click Tools > Internet Options

Click the Content tab, and then click Certificates
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Internet Options

@

Content Adwvisor

eneral || Security | Privacyf] Content | Cannections || Programs || Advanced

Ratings help wou control the Inkernet content that can be
wviewed on this computer,

websites that can be read in Internet

Enable. ..
Certificates
Ise certificates for en ections and identification.
[ Clear 55L state Certificates ] Publishers
AutoCamplete
= AutoComplete stores previous entries [ Sekkings
% on webpages and suggests matches
For wou.
Feeds provide updated content From [ Settings

Explarer and other programs,

O ] [ Cancel

View the Certification Authorities certificates listed under:

The Intermediate Certification Authority tab:: ACA- Trusted Certificates

The Trusted Root Certification Authorities tab: Autoridad de Certificacion de la

Abogacia
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Certificates
Intended purpose: | <all= w |
Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior. ¢ *
Issued To Issued By L

Autoridad de Certifica..

Autoridad de Certifica,

Root SGC Authority
Elame CyberTrust Root Root SGC Authority L3
Elmicrosaft Windows Hardware Compatibility Microsoft Root Authority
Elmicrosaft Windows Hardware Compatibility Microsoft Root Authority
[Elms sac Authority Root SGC Authority
Root Agency Rook Agency ¥
£ | >

Import... Export... Remove Advanced...
[ ) ) {

Certificate intended purposes

<Al

Certificates

Intended purpose: <all= w |

Intermediate Certification Autharities | Trusted Root Certification Authorities | Trusted Publ ¢

Issued Ta Issued By -~
=l autoridad Cestificadars Baiz da s Sacretaria de Economia Autoridad Certificador
f=] Autoridad de Certificacion de la Abogacia Autoridad de Certifica,
apraresional CIF A62634065 Autoridad de Certifica,

Eautoridade Certificadora Raiz Brasisira Autoridade Certificad.
ElBaltimare CyberTrust Root Baltimore CyberTrust ,
EBaltimore E2 by DST Baltimore EZ by DST
Belgacom E-Trust Primary Cé& Belgacom E-Trust Prim
Belgacom E-Trust Root CA for normalised certificates Belgacom E-Trust Roo, 4
< | ¥

[ Irnpork. .. H Expork... ][ Remove

Certificate intended purposes

Server Authentication, Client Authentication, Secure Email, Code Signing, Time

Sk i

If Certificates are not installed follow these steps for the installation:
Go to www.penlanet.eu/certificates/downloads

You will have to install both certificates. Follow the steps below for both of them:

Click Open

From the General tab, click Install Certificate
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Certificate |

General | Details | Certification Path

®,
Certificate Information

This certificate is intended for the following purpose(s):

+1.3.6.1.4.1.16553.10.1.1
+ Al application policies

* Refer to the certification authoriby's skatement For dekails,

Issued to:  ACH - Trusted Certificates
Issued by: Autoridad de Certificacion de |la Abogacia

valid from 6/2/2009 to &/1/2029

m Issuer Statement ]
\-—_—/

4. A wizard will appear and click next

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk bo a
certificate stare,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data ar to establish secure nebwork
connections. & certificate store is the system area where
certificates are kept,

To continue, click Mexk,

Mext = Cancel

5. Select “Automatically select the certificate store based on the type certificate” and click
next
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Certificate Import Wizard E|
Certificate Store
Certificate stores are system areas where certificates are kept.
‘windows can automatically select a certificate store, or vou can specify a location Faor
(%) utomatically select the certificate store based on the type of certificate
() Place all certificates in the folowing store
< Back ]{ Mext = 1 J[ Cancel
— "
8. Click Finish
Certificate Import Wizard E|
Completing the Certificate Import
i Wizard
ou have successFully completed the Certificate Inport
wizard,
‘ou have specified the Following settings:
Certificate Store Selected  Automatically determined by ¢
Content Certificate
< >
< Back ]l Finish D [ Cancel
click ok
Certificate Import Wizard § |
L
\11) The import was successful,
o |
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2.3 How do | put Penalnet in trusted Sites?

You must make the following changes, as described below:

Open Internet Explorer

From the menu bar, click Tools > Internet Options> select the 'Security' tab

Internet Options

Privacy | Content | Connections | Programs | Advanced

Home page

/? To create home page tabs, bype each address onits own line,
=

kbpe oo, microsaft, comyfwlinkg 7LinkId=a9157

[ Use current ” Use default ” IUse blank,

Browasing history

4l Delete temporary files, history, cookies, saved passwords,

¥ and web Form information.

Delete. .. l l Settings l
Search
p Change search defaults, Settings
Tabs
Change how webpages are displaved in Settings
tabs,
Appearance
Colars ] [ Languages ] [ Fonts ] [ Accessibility ]

[ Ok l[ Cancel ]

Highlight 'Trusted sites' and select 'Sites'
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Internet Options

General| Security |F‘rivacv Content | Connections || Programs || advanced

Select a zane to view or change secys#FEsings.

Internet Local intranet Restricted
sitef.-_,.._..__h
——

Trusted sites

J This zone contains websites that you
A trusk not to damage your computer or
wour files,

Sites

Security level For this zone

Allowed levels For this zone: Al

- Prompts before downloading potentially unsafe
content
'A_‘_l' - Unsigned Activey controls will not be downloaded

- ‘ - Medium

Custom level. . Diefault level

Reset all zones to default level

O l [ Cancel Apply

add the following website names in 'Trusted sites';

https://www.penalnet.eu

Trusted sites El

y ‘ou can add and remove websites From this zone, All websites in
this zone will use the zone's security setkings.

this website ko the zons

)] LU

| hitpst ffrvow, penalnet. eu

Remove

Require server werification (https:) for all sites in this zone

Close
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click close

You can add and remove websites from this zone, &l websites in
Sl this zone will use the zone's security settings.,

&dd this website to the zone:
| Add

Wehsites:

https: /v, penalnet. eu Remoyve

Require server verification (https:) For all sikes in thi

Close

2.4 How do I check if card software is correctly installed?

Click on Start > Control Panel >Add or Remove Programs

You will see the currently installed programs. Search SafeSign program.
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# Add or Remove Programs

2L
- Currently Installd programs: [ show updates Sort by:
CRU:;‘WE?,ED' (12 Agere Systems AC'97 Modem
Programs -
—— ° Change/Remave
% 5] ATI - Software Uninstall Uity
add New ] ATI Control Panel Size  13.21MB
Programs
5! ATI Display Driver
5 Bitdid - miniLector
k& Faststone Scresn Capture 2.0 S 1.30M8
Add{Remove i :
Windows §5) HP hotebook Lidswitch Policy
Components
§5) 3av3 2 Runtime Environment Standsrd Edition v1.3.1_16 Sz 0.95MB
@ £ JavalTH) 6 Update 13 Size  90.64MB
SR () LiveUpdate 3.3 {(Symantec Corporation) Size 16.00MB
X d
o B8 Wicrasoft Office P Professional con FrontPage Se 247.00MB

15 MEXmL 4.0 P2 (KBI27976)
5! MSHML 8.0 Parser

{5 Eenalet kit

Size  0.06MB
(@ Safesign Size  10.74MB
0| SoundMax Size  13.05MB
@ Symantec Endpeint Protection Size  456.00MB

& windows Driver Package - ACS (ACSSCR) SmartCardReader (03/24/2006 1.1.5.6)

If it is installed, we recommend you uninstall it and re-install it to ensure the correct installation. If
you do not already have the software installed, you should install it.

To uninstall SafeSign click on Remove.
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# Add or Remove Programs

o}

& Currently Installd programs: [ show updates Sort by:

CRU:;‘WE?,ED' 15 Agere Systems AC'ST Modem
Programs §5) ATI - Saftware Uninstal Utiity
] 211 Control Panel Size  13.21MB
% §5) ATI Display Driver
P’“izfmv; §5) Bitdid - miniLector
{84 Faststone screen Capture 2.0 size  1.30MB
5! HP motebook Lidswitch Folicy
AddjRemove | {5 Java 2 Runtime Environment Standard Edition v1.3.1_18 Sze  0.95MB
cﬂww‘.;ﬂ?g:ts | 4] Java(TH) 6 Update 13 Size  90.64MB
i) Livelpdate 3.3 (Symantec Corporation) Size  16.00MB
@ B8 Microsoft Office =P Professional con FrontPage Size  747.00MB
SetProgan | B MsML 4.0 52 (KBSETSTE)
Defaults 45 MSxrL 5.0 Parser
§5) Penaliiet kit Size  0.06MB

¥ SafeSign

uter, click Remove.

O soundmaz

@ Symantec Endpeint Protection Size  456.00MB

S Windows Driver Package - ACS (ACSSCR) SmartCardReadsr (03/24/2006 1.1.5.6)

To install SafeSign go to www.penalnet.eu/downloads and downloaded it.

Choose the installation language and press “OK” to continue.

Choose Setup Language ll

Select the language for thiz installation from the choices below,
=

Ok, I Cancel

PenalNet ID card installation. Press “Next” to proceed.

PenalNet project is financed by

- - - wl  Cansell ° LS \S
Criminal Justice 2007 B 0 el voxguea ¥

14 of 20



http://www.penalnet.eu/downloads

Document Type:

i Pe=miAl Document Code:
wwepanainetou | 2009-PenalNet-tech support lawyers .doc Version 1 Date Aug 2009

Welcome to the InstallShield Wizard for
SafeSign

The InstallShieldiR) Wizard will install SafeSign on your
computer, To continue, click Next,

WARNING: This program is protected by copyright law and
international treaties.

= Back . Cancel

Software license. Press “Next” to proceed.

{5 Safesign - InstallShield Wizard x|

License Agreement

Please read the Following license agreement carefully,

SafeSign Identity Client License Terms and Conditions ﬂ

1 Clause 1

Subject ko the terms and conditions of this Agreement, &.E.T. Europe B.Y.
(hereinafter: AET) grants to Licensee a non-exclusive, non-transferable and non-
objectionable license to use SafeSign Identity Client, Licensee is not granted any
ownership rights, Licenses are granted on the condition that the Licensee Fully
complies with the terms and conditions of this Agreement., Al intellectual and

industrial ownership rights are and will remain the exclusive property of AET.

Licensee is explicitly Forbidden at all times to transfer, lease, sub-license or grant
limited rights ko (portions of) SafesSign Identity Client, or ko transfer SafeSign j

Tdarkibu Cliank ko ars bhivd mavkiae inouboebawser rmannee oe Foe sahakawer moenaes

& T accepk the terms in the license agreement

" I dn not accept the terms in the license agresment

InstallShield

< Back I Mext = I Cancel

Read carefully the license, and flag the “I accept the terms in the license agreement” option to
proceed.
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A different installation folder can be provided, but we recommend keeping the default.

{5 Safesign - InstallShield Wizard x|

Destination Folder

Click Mext to install to this Folder, or click Change ta install ko a different Folder.

G Install SafesSign to:
Ciiarchivos de programala.E.T. Europe B.\.\SafeSignt, Change... |

InstallShield

Cancel

< Back

There are several components included, but we strongly recommend keeping the default options.

{5 Safesign - InstallShield Wizard x|

Custom Setup

Select the program features you want installed,

Click on an icon in the list below to change how a Feature is installed,

- Feature Descripkion

. X Cryprographic support For

29~ | Common Safesign Dialogs Firefox, Mozilla, Metscape and

=k other PKCS #11 library aware

GINA products

Documentation

Local Language Suppork This Feature requires 2581KE on

Token Administr ation your hard drive.

Certificate Expiration Check Ukility

Task Manager _I
-

N TN

Install ta:

Change: .. |
Help Spate < Back I Mext = I Cancel |

InstallShield
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Click “Install” to proceed with the installation process.

i'._% SafeSign - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

IF wou want to review or change any of your installation settings, click Back, Click Cancel ko
exit the wizard,

InstallShield

< Back Cancel
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SafeSign identity client is being installed.

i'é‘- Safesign - InstallShield Wizard I [l

Installing SafeSign ‘

The program features you selected are being installed. g
progi ¥ g9 l -

Flease wait while the Installshield Wizard installs SafeSign. This may take
several minukes,

Status:

InstallShield

= Back [exk =

If the installer detects the presence of other browsers, it will ask for its stand-alone installation.
Penalnet only works with Explorer browser so we recommend clicking “Close”.

“* Firefox Installer X

Install SafeSign in Firefox

Please select & browser from
the list below and press the
Instal button to start the
instalaton of SafeSign.

Install Uninstall Close
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i'a%‘ Safesign - InstallShield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed SafeSign,
Click. Finish to exit the wizard.

= Back

Cancel

For changes to take effect, a system reboot is required. You can choose to do it immediately, or
reboot manually later.

3 CARD MANAGEMENT ISSUES

3.1 Introduction

The Smart cards have a PIN and a PUK number.

These numbers are entered by lawyers when their certificate is issued and they should keep
them secret. PIN and PUK numbers are not stored in any database. Lawyers are the only
people that know them.

When a lawyer enters the incorrect PIN 3 times consecutively the card gets blocked and it
can only be unblocked with the PUK number.
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3.2 Issue: PIN is blocked

To unblock the PIN you have to use the Token Management Tool from the ‘Token’
menu select the option Unblock PIN

The PUK number will be required and a new PIN must be entered.

If lawyers do not know the PUK number there is no option to unblock the card.

3.3 Issue: Lawyers do not remember the PIN and PUK number

When lawyers do not remember the PIN or PUK number a new card is needed as
they are not stored in any database

The certificate must be revoked and a new certificate must be issued on a new card.

4 OTHER ISSUES

If you have an issue that is not included in this document. Contact your National Bar.

To have an effective and faster support it is hecessary to include the following information

in the e-mail:
o Operating System and Explorer version
o Description of the problem including the context where it happened ( steps done
before the problem happened, screenshots...)
o If there have been other smart cards installed in the computer. If so, please specify

model
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